“Rewind is a lifesaver, | wouldn’t want to be without it”

—Jim Smith, Matriarch Perfumes
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securing your online store

Steps to Protect and Backup Your Ecommerce Store
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millions of orders, it represents an incredible amount of blood, sweat and tears that
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For all these reasons, you'd be devastated if something happened and your site
broke — or worse, was hacked.
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Surely because it is hosted ‘in the cloud’ means the customer service team at your
;1oll;ul; ruo™b7;u 1-m %-"; |_;bu I-]bl <tm70= %-m7 -m7 u;
to what it was?

Unfortunately, this is not the case.
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We feel your pain — the thought of this makes many ecommerce store
Owners nauseous.



v- 0ftvbm;vv o%om;u7 7-|-

-m7 v;1fub|<v_ott7 0; <otu

[;u -tt7 b= <otu vb]|; Jo;v -%
70;v <oTfu bm1lol;:

m | _bv ;000h7 %;="; rt]| |o
lov| "-tt-0t; Zrv |o ;mvtu; <
Is adequately protected from erroneous

ou I-tblbotv _-ul: );="; -tv

the scoop on the 5-star rated app we
personally use and recommend that will
ensure you can recover deleted items
-m7 tTm70 1_-m];v ;-vb

O-1htr
|or ruboub]«:
p-<7 VO |00

1:] _;u ofu vbS
otu v|ou;

0 bm1ltt7;7




Tm_ -1h-0t; r-vv% ou7

viuom] r-vv%ou7 =ou <otfu ;loll;ul; viou;=v I-bm -7lbmbv|u-:
h;< o ruo|;1|] <otu bm=07 <otu 1tfv|ol;uv bm=0o -m7 <otu omtbr
<otfu l-bm -110tm| =uol O;bm] _-1h;7 Oc volb-t ;m]bm;;ubm]7
7blZzom-u< Ot-v|7 b| bv blr;u-z27; |_-| <ot ];m;u-|; - r-vv%ou7 =
r-vv%ou?7 O;v| ru-1z21;v: [;u -tt7 v_ott7 vol;om; I-m-]; |[o _-1h
-11o0tm|7 |_;< 10tt7 %u;-h _-"01 om <otu v|ou;=v -rr;-u-m1l; -r
[lo I;mZom % _-| |_;< 10Tt7 70 %ob|_ -11;vv |0 <otu 1tv]ol;u 7-]|

+0tu r-vv%ou7v v_ott7 0; vo 10lrt;S |_-| I;loubEbm] b| v_ott

‘£COMMERCE

Log in to your store

LOG IN

Remember email Get started

Log in with S50
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To prevent this, we recommend you create a strong password that has the

=otto%ebm] 1 _-u-1|;ubvz1lv9

* at least 12 characters

e - u-m70! IbS o= tfrr;ul-v; t;,;uv? to%;ul-v; t;,;uv?7 mtlO;uv
e doesn’t contain any names of families, friends or pets

» doesn’t contain birth dates, phone numbers, postal codes or other numbers
associated to you

e 70;vm=| 1om|-bm -m«< 7blZom-u< %0Uu7V

« is impossible to remember
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For that reason, we choose to use a password manager to help us minimize the
bmlom™;mb;ml; o= _-"bm] |o u;v;| |_;l -m7 =ou ;-v; o= tv; K
;é|;mvbom7 % ;0 rou|-t -m7 -rr: ¢ -vv%o0oUu7 -m7 -v| -vv -u; O
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Tip #1: Signup for 1Password or LastPass:
Reset all passwords and generate new,
secure passwords (based on the above
vzrtt-ZzomvQ =ou -tt <otu to]bmyv:
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https://1password.com/
https://www.lastpass.com/

Be stringent around
user permissions

= -lhbm] bm|o <otu I-bm fv;u -11otm]| bv |_; ;-vb;Vv]| %-< =01
|lo <cotu omtbm; v|jou;7 |_;m |_; v;1lom7 ;-vb;v| %-< bv "b- |_; -
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As a rule of thumb,never, ever share a
password or use a common login Each
user should be given their own account.

Tip #2: Create new user accounts and
secure passwords for all other users of your
;1oll;ul; v]|ou;:
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< Account

Add staff account Send invite

Staff account Firsl narme Lasl name
Give stafl access to your store by sending them

an invitation. If yvou re working with a designer,

davelopar, or marketar, find oul haw Lo giva Email

collabarator access ta your store

This staff account will have full permissions

Select what this staff account can view and edit.

General Online store
Horne Themes
Orders Elog pasts and pages
Draft orders Mavigation
Products Domaing
Gift cards
Custarmners
Reporls

Paint of sale
Dashboards
. Locations
Discaunts
Apps
Setlings

Cance Send invite

“;lom7t<7 =ou ;-1_ tv;u |_-| <ot 1u;-|;7 I-h; vtu; <ot 1b"; |_;I
r;ulbvvbomv | _-| | _;«<m;;7 |o 70 |_;bu foO:

For example, if you create an account for someone to manage orders, only give

| ;1 r;ulbvvbom |o v;; -m7 ;7b]| ou7;uv: b bm] | _;I Tmm;1l;vv-u
l[lo7b=< ruo7t1l|v ou o|_;u b|;lv bm <otu v|ou; bmlu;-v;v <ofu u
[-tblbotv ou ;uuom;otv:

Tip#3: o]l]bm |o <otu ;1oll;ul; rt-eoul’
audit and modify all the permissions of each
user ensuring they have the bare minimums
o= r;ulbvvbomv u;ttbu;7 |[o 70 |_;b

$_; &tzl-|; tb7; |o ";1tubm] <cotu mthm; "|ou;




Be aware of the permissions
<0t=u; Ju-mzm] [0 -rrv

loll;ul; rt-eoulv I-h; b| -v vblrt; -v rovvbOt; |o v|-u|] -m7 Juo %

Otvbm;vv: $_;< bm1tt7; "bu|t-tt< ;";u<|_bm] <ot m;;7 |o ];| - v
And their APIs have created a huge opportunity for store owners to customize and
-77 -77bzom-t =tTmlzom-tb|< |o |_;bu v|ou;v "b- =u;; -m7 ru;lb

On average, each of Shopify’s 500,000
users have 3.8 apps installed.

$ _bv bv 0% ;" ;u % _;u; 7-m];u 1-m tb;: v %b]|_ -tt bm]|;Ju-Zom
careful about the security inherent in the apps that you install and grant access to
<otu v|ou;:
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[o <cotu v]ou;: $_; v-=;v]| |<r; o= r;ulbvvbomyv |0 Ju-m| -u; <(b;%
Ju;-|;v| -lotm] o= ubvh -u; |_ov; u;tft;vZim] |o < -m-];= ou < 07

It doesn’t mean that those apps that require permission to manage your data are

0-7 -rrt;v: | ftv] I;-mv |_-|] <ot -u; bmlu;-vbm] |_; ubvh |_-] «¢
[-mbrtt-|;7 ou ;7b|;7 bm - I-mm;u ot| o= <otfu 1omjuot: mvTtut
m-|fu; o= |_; -rr=v u;tft;v| Pbv b|] 077 |o u;tt;v| |_bv -11;vVv oL
-m7 | _-] <ot _-"; Juftv] bm |_; 7;%;tor;u P1_;1h | _; u;"b;%v4Q ¢

Let's look at an example.
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MailChimp is requesting access to your BigCommerce store

By installing this app, MailChimp will be able ta:

" Wiew site content
+ View customer information
" View and modify basic store infermation

+ Wiew general store information and settings

+ View marketing information
+ View orders Confirm

+ View products
~ Yiew your basic information (name, email}

By clickirg ‘Confirm’, you agree w0 the digiemmene terms af szrvice
and the MailChmo privecy pelicy.

WailChimp will not be able to:

¥ Accessyour password

uol |_bv <ot 1-m v;; |_-| b|=v u;tt;vim] |_; -Obtb|c< |0 >(b; %
bm=oul-Zom: o] ;7b|7 ou I-mbrft-|; <otu v|ou; 7-|-: $_-| I-h;
| 5 -rr _-v - vblmbCl-m| mtlO;u o= v;;lbm]t< t;]b| u;"b;%vVv br

Verdict: Low risk. Safe to install.

om|u-v| | _bv ;Sr:ub;m1; |o |_-| %b|_bmv]|-ttbm] | _bv -rr |o |_
mozl; 0;to% |_-| |_; r;ulbvvbomv -u; [0 >";;?2 -m7 > -m-];? u-|.

You are about to install MailChimp for Shopify
Test Store MailChimp fo...

MailChimp for Shopify will be able to:

See products View details
See orgers View details
Manage customers View details
Manage marketing View details
hanage your Online Store Wiaw details
hanage other data View details

MailChimp for Shopify will not modify your orders.

Install app

Cancal

“Manage” is Shopify’s way of saying the app may modify them, and when apps
1-m lo7b=c | _;17 |_-] bmltt7;v -11b7;m|-t 7;t;Zom:
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In this case, MailChimp is a trusted company, so we've deemed it safe to install

-m7 _-"; -7 mo bvvt;v % _-|vo;";u:

So how is a shop owner to know
what apps to trust?

Tip #4: Research, research, research to
7;l;ulbm; % ;| _;u |_; ubvh o= bmyv|
-rr om <otu vjou; bv %ou|_ |_|; O;m

Here are a few things to determine whether an app is trustworthy:

e How many reviews do they have?
‘To0 |_;¢< _-"; - " ou"Jv]|-uu-Zm]5

" :Is the app developed by a company or a single developer?
“Does the company have a 1-800 number that you can call?
": o;v |_; lolr-m<rtOtbv_ |_;bu 1lom|-1| bm=oul-Zom5

s 7t;vv o v-<7 | ¢ u; b %v7 “:"JVv]-u u-Zm] -m7 r-v| rovb:
%o;u; -tt =-1|ou;7 bm|o ofu 7;1bvbom |o bmv|-tt |_; -bt _blr
$_-|=v mo| |0 Vv-< %; 7TOom=| _-"; - 7-|- O-1htr rt-m |_ot]_ ftv

ou 7;t;|; -m<o=|_; 7-|- -11b7;m|-tt<« K om |o |_-| v_ou|t«:

) shopify

A STOI'e Pawerful new features, services and pluging for your S

PP il il
Category. All ~ Price: All Sort by, Popudar Collections O, Search

Al Aops / Warketing ¢ MafChimp for Shopisy

Dl

Ma'lChEmp for Shopify

v Connectyaur Shapify store wilh your MeilChimp account (for free)

v Autamatically add customers and thelr purchase data to MalChimp.

v Crecle largeled abanconed cart, email markeling, win-back, and post-
ourchase email campaigns based on buying behavior
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Delete all your products, customers and orders
o] _uot]_<«otu 1tv|ol;u=v r;uvom-t bm=oul-Zom

Add malicious code to your theme that visitors will download
e u;|;m7 |o O0; <ot -m7 v;m7 tTm%B-uu-m|;7 ou _tuetft ;I-btv |

e t;]; cofu v_or r;ul-m;m|t<4

$%0Jv|;r -f|_;mzl-Zom bv -m ;S|u- t-<;u o= v;1tub|< 7;vb]m;
are the only person who can access your account.Even if someone steals your
r-vv%ou77 |_;<=tt vztt m;;7 <otfur_om; ou “;ubCl-Zom 107;

| %oouhv O0< J;m;u-Zm] - tmbtt; 107; om <otu loObt; 7;"b1l;7 u;
|_-|] 207; -[;u<ot="; ;m|;u;7 <otu r-vv%ou7: * -vv%oUu77 % _bl
-007;7 -tvo vtrrou|v ‘J=-1]ou -t|_;mzl-Zom %ob|_ot| m;;7bm] -
[-h;v b] IT1_lou; Tom™;mb;m|:
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-m7 v;| tr |[%o0Jdv]|;r -t|]_;mz1l-zZlom =o0
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‘2 o]l]bm Jo <otu "_orb=¢< -110tm|7 1tblh om <ofu m-Il; bm |_;
-m7 v;t;1] +totfu uoCt;:

lshopify WAYSTO SELL ~ PRICING BLOGS RESOURCES ~

Log in to your Shopify store

Store address X
.myshopify.com

Email address

Password

Remember me

" "luott |o |_; v;1lZom =ou [%o0JdV]|;r -T|_;mZzl-Zom: tblh om
t]_;mzl-Zom: +ot=tt O; ruolr|;7 |]o ;m|;u <otfu r-vv%ou7 |o

Two-step authentication You have not enabled two-step authentication.
Wake your accaunt more securs with bao-stap Addd an =xtra layer of security when lagging in to your aceount by enabling two-step

authentication. Each time yo you'll be icati
uthentication. Each time you log in you'll be authentication.

reguired ta enter your passward and a single-use
authorization code.
Cnable tee-step authentication
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You can choose to receive codes either by SMS message or using the
tl_;mzl-|ou -rr:

Enable Two-Step Authentication
SELECT A TWO-STEP AUTHENTICATION METHOD

Choose how you want to receive the special code you'll use to authenticate your account.
Learn more about Shopify-supported delivery methods.

SMS Delivery
Authentication codes are sent to your mobile device using SMS
messaging.

Authenticator App
Authentication codes are generated by an application on your mobile

device.
Cancel
“v =<0t vit;1] |o tv; |_; " " ;tbhTyuc|;|_07 o= |[%o0JdvVv]|;r t]|_;
bm <otu loObt; r_om; mtlO;u: m - =;% v;lom7v7 <oft=tt u;:
l1o07; Oc™ ": m|;u |_-| Tmbtt; 107; bm]o |_; C;t7 om <ofu v

-t|_;mzl-Zom bv mo% ;m-0t;7 om <otu -11lotm]:

Enable Two-Step Authentication X

1. Add mobile phone number

Enter the phone number of the mobile device you'd like your authentication codes sent
to each time you log in.

Country code

ar

Canada +1
Phone number

u -

2. Enter the six-digit code received on your mobile phone

Cancel

$_; &tzl-|; tb7; |o ";1tubm] <otu mtbm; "|ou;
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Enable Two-Step Authentication X

1. Install an authenticator app

To generate the codes needed to log in to your account, please install a Shopify-
supported authenticator app on your mobile device. Learn more about supported apps

>

2. Configure the app

Open the authenticator app on your mobile device and
scan the QR Code.

Can't scan the QR Code? Configure your app with this
key: Click here to display key

3. Enter the six-digit code generated by the app

Cancel

u:ml; <ot="; vli-mm;7 |_; 107;7 |_; T|_;mZzZl-|ou -rr ou * -vvVv
l;m;u-|; - tTmbtt; vbS 7b]b| 107;: m|;u|_; 107; ];m;u-|;7 O
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But surely | can just contact customer
service and get them to recover my data?

No.
Revert it back to what is was yesterday?
Nope, sorry.

Gulp.

); hmo%: $_bv bv - v_olhbm] u;-tbE&-Zom =ou I-m«c v|ou; 0%o
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v -vvtu;7 |_;v; rt-eoulv -u; 7obm] - Ju;-|] foO -| h;;rbm] <ot
-m7 |_;<=tt -tvo 70 |_;bu O;v| |0 %-th <of |_uot]_ vol; I-mt-
<otu lom|;m|: 0% ;" ;u <ot 1-m=| u;tc om |_;l v_otTt7 <ot m;;"
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$_bv bv 7;Cmb]|;tc ZI;J1lomvtlbm] -m7 - _-vvt; =ou v|ou; 0%r
Ofvbm;vv: |=v -m ;";m Ob]J];u _-vvt; |o u;v|ou; =uol:

+otu O;v| orZom bv |o fv; -m -rr |Oo -T]ol-21-tt< O-1htr <otu
b| % _;m u;ttbu;7 %b|_ -m -t|ol-21 0-1lRewindrrtbl-Zom K tbh;

$ ; -rr |-h;v - vm-rv_o| o= -tt |_; 7-|]- om <ofu v]|ou; -m7 v-";
| V% bm7 (-Tt]: | v-";v ;7;u<|_bm] K ruo7t1l|v -m7 ruo7t1]
ou7;uv?7 Oto]v7 0Oto] rov|v7 1oll;m]|v7 lott;1zomv7 |_;l;v -m7
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Tip#6: _;1h ot]| !; %openectbvstar

u - Z noh the Shopify and BigCommerce app
stores, and give their customer service a whirl
%ob| - =u;; «J7-< |ub-t:
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Remember howeveryour security is

only as good as your weakest point, so
blrt;l;mzm] ffv] om; ou |[%0 0=
u;loll;m7-zomv |I-< mo| O, ;moT]
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Tip #7: b~ ;Rewind a whirl and get
r;-1;Jo=Jlbm7 |_-| ;";u<|]_bm] bv 0-1h
-m7 lov| blrou|-m|t<7 u;v]|ou-0t;: "b]l
here for a free Shopify trial here, or free
BigCommerce trial here :
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