
“Rewind is a lifesaver, I wouldn’t want to be without it” 
—Jim Smith, Matriarch Perfumes
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securing your online store

Steps to Protect and Backup Your Ecommerce Store
�+�o�†�u���o�m�t�b�m�;���v�|�o�u�;���b�v���b�m�1�u�;�7�b�0�t�‹���ˆ�-�t�†�-�0�t�;�:���!�;�]�-�u�7�t�;�v�v���o�=���‰�_�;�|�_�;�u���b�|���]�;�|�v���o�m�;���o�u�7�;�u���o�u��
millions of orders, it represents an incredible amount of blood, sweat and tears that 
�m�;�;�7�v���|�o���0�;���r�u�o�|�;�1�|�;�7�:���+�o�†�=�ˆ�;���v�r�;�m�|���1�o�†�m�|�t�;�v�v���_�o�†�u�v���r�;�u�=�;�1	ž�m�]���|�_�;���t�-�‹�o�†�|�7���;�m�v�†�u�b�m�]��
�‹�o�†�u���r�u�o�7�†�1�|�v���t�o�o�h���]�u�;�-�|���-�m�7���7�o�b�m�]���;�ˆ�;�u�‹�|�_�b�m�]���‹�o�†���1�-�m���|�o���]�b�ˆ�;���‹�o�†�u���1�†�v�|�o�l�;�u�v���-��
�0�u�b�t�t�b�-�m�|���;�Š�r�;�u�b�;�m�1�;�:��

For all these reasons, you’d be devastated if something happened and your site 
broke – or worse, was hacked.

��o�u���-�t�t���|�_�;�v�;���u�;�-�v�o�m�v�7���‹�o�†�=�7���0�;���7�;�ˆ�-�v�|�-�|�;�7���b�=���‹�o�†�u���v�b�|�;���0�u�o�h�;���K���o�u���‰�o�u�v�;�7���‰�-�v���_�-�1�h�;�7�:

�+�;�|���=�o�u���l�-�m�‹���;�1�o�l�l�;�u�1�;���v�|�o�u�;���o�‰�m�;�u�v�7���|�_�b�v���b�v���‹�o�†�u���u�;�-�t�b�|�‹�:�����m�t�b�m�;���v�|�o�u�;�v���0�;�1�o�l�;��
�b�m�o�r�;�u�-�0�t�;���-�[�;�u���_�†�l�-�m���;�u�u�o�u���-�m�7���-�1�1�b�7�;�m�|�-�t���7�-�|�-���7�;�t�;	ž�o�m�7���o�u���u�o�]�†�;���-�r�r�v���l�-�h�;��
�†�m�‰�-�m�|�;�7���1�_�-�m�]�;�v���K���b�m���v�o�l�;���1�-�v�;�v���7�;�t�;	ž�m�]���‹�o�†�u���;�m	ž�u�;���v�|�o�u�;�:

�+�o�†���‰�o�†�t�7�m�=�|���0�;���1�u�-�Œ�‹���|�o���‰�o�m�7�;�u���‰�_�‹���|�_�b�v���b�v���-���r�u�o�0�t�;�l�:

Surely because it is hosted ‘in the cloud’ means the customer service team at your 
�;�1�o�l�l�;�u�1�;���r�u�o�ˆ�b�7�;�u���1�-�m���‰�-�ˆ�;���|�_�;�b�u���l�-�]�b�1���<�†�m�7�o�=���‰�-�m�7���-�m�7���u�;�ˆ�;�u�|���‹�o�†�u���v�|�o�u�;���0�-�1�h��
to what it was?

Unfortunately, this is not the case.

�)�_�b�t�;���|�_�;���;�1�o�l�l�;�u�1�;���r�u�o�ˆ�b�7�;�u�v���7�o���0�-�1�h�†�r���|�_�;�b�u���7�-�|�-�7���|�_�;���b�v�v�†�;���b�v���|�_�-�|���‹�o�†�u���7�-�|�-��
�0�-�1�h�†�r�v���-�u�;�������$���-�1�1�;�v�v�b�0�t�;���K���m�o�|���;�ˆ�;�m���=�o�u���-���r�u�b�1�;�:���"�o���b�=���v�o�l�;�|�_�b�m�]���]�o�;�v���‰�u�o�m�]���-�m�7�� 
�‹�o�†���7�;�v�r�;�u�-�|�;�t�‹���m�;�;�7���|�o���_�b�|�����|�u�t���³���,�7���1�†�v�|�o�l�;�u���v�;�u�ˆ�b�1�;���‰�o�m�=�|���0�;���-�0�t�;���|�o���_�;�t�r���‹�o�†�:

�)�b�|�_�o�†�|���‹�o�†�u���o�‰�m���0�-�1�h�†�r�7���‹�o�†�u���7�-�|�-���b�v���†�m�u�;�1�o�ˆ�;�u�-�0�t�;���-�m�7���‹�o�†���‰�b�t�t���0�;���]�u�b�m�7�b�m�]��
�-�‰�-�‹���u�;�0�†�b�t�7�b�m�]���‹�o�†�u���v�|�o�u�;�:��

We feel your pain – the thought of this makes many ecommerce store  
owners nauseous.



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;D

���v���-���0�†�v�b�m�;�v�v���o�‰�m�;�u�7���7�-�|�-���0�-�1�h�†�r�� 
�-�m�7���v�;�1�†�u�b�|�‹���v�_�o�†�t�7���0�;���‹�o�†�u���|�o�r���r�u�b�o�u�b�|�‹�:��
���[�;�u���-�t�t�7���b�=���‹�o�†�u���v�b�|�;���]�o�;�v���-�‰�-�‹�7���v�o���|�o�o 

���7�o�;�v���‹�o�†�u���b�m�1�o�l�;�:

���m���|�_�b�v���;�0�o�o�h�7���‰�;�=�ˆ�;���r�†�|���|�o�]�;�|�_�;�u���o�†�u���v�b�Š��
�l�o�v�|���ˆ�-�t�†�-�0�t�;��	ž�r�v���|�o���;�m�v�†�u�;���‹�o�†�u���v�|�o�u�;��
is adequately protected from erroneous 
�o�u���l�-�t�b�1�b�o�†�v���_�-�u�l�:���)�;�=�ˆ�;���-�t�v�o���b�m�1�t�†�7�;�7��
the scoop on the 5-star rated app we 

personally use and recommend that will 
ensure you can recover deleted items 

�-�m�7���†�m�7�o���1�_�-�m�]�;�v���;�-�v�b�t�‹�:



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;1

�����v�|�u�o�m�]���r�-�v�v�‰�o�u�7���=�o�u���‹�o�†�u���;�1�o�l�l�;�u�1�;���v�|�o�u�;�=�v���l�-�b�m���-�7�l�b�m�b�v�|�u�-	ž�ˆ�;���-�1�1�o�†�m�|���b�v��
�h�;�‹���|�o���r�u�o�|�;�1�|���‹�o�†�u���b�m�=�o�7���‹�o�†�u���1�†�v�|�o�l�;�u�v���b�m�=�o���-�m�7���‹�o�†�u���o�m�t�b�m�;���-�v�v�;�|�v�:���$�o���r�u�;�ˆ�;�m�|��
�‹�o�†�u���l�-�b�m���-�1�1�o�†�m�|���=�u�o�l���0�;�b�m�]���_�-�1�h�;�7���0�‹���v�o�1�b�-�t���;�m�]�b�m�;�;�u�b�m�]�7���0�u�†�|�;���=�o�u�1�;���o�u���-��
�7�b�1	ž�o�m�-�u�‹���0�t�-�v�|�7���b�|���b�v���b�l�r�;�u�-	ž�ˆ�;���|�_�-�|���‹�o�†���]�;�m�;�u�-�|�;���-���r�-�v�v�‰�o�u�7���=�o�t�t�o�‰�b�m�]���v�;�1�†�u�;��
�r�-�v�v�‰�o�u�7���0�;�v�|���r�u�-�1	ž�1�;�v�:�����[�;�u���-�t�t�7���v�_�o�†�t�7���v�o�l�;�o�m�;���l�-�m�-�]�;���|�o���_�-�1�h���b�m�|�o���‹�o�†�u���l�-�b�m��
�-�1�1�o�†�m�|�7���|�_�;�‹���1�o�†�t�7���‰�u�;�-�h���_�-�ˆ�o�1���o�m���‹�o�†�u���v�|�o�u�;�=�v���-�r�r�;�-�u�-�m�1�;���-�m�7���=�†�m�1	ž�o�m���K���m�o�|��
�|�o���l�;�m	ž�o�m���‰�_�-�|���|�_�;�‹���1�o�†�t�7���7�o���‰�b�|�_���-�1�1�;�v�v���|�o���‹�o�†�u���1�†�v�|�o�l�;�u���7�-�|�-�:

�+�o�†�u���r�-�v�v�‰�o�u�7�v���v�_�o�†�t�7���0�;���v�o���1�o�l�r�t�;�Š���|�_�-�|���l�;�l�o�u�b�Œ�b�m�]���b�|���v�_�o�†�t�7���0�;���b�l�r�o�v�v�b�0�t�;�:��

1 ���;�m�;�u�-�|�;���-�m�� 
�†�m�_�-�1�h�-�0�t�;���r�-�v�v�‰�o�u�7
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To prevent this, we recommend you create a strong password that has the  
�=�o�t�t�o�‰�b�m�]���1�_�-�u�-�1�|�;�u�b�v	ž�1�v�9

• at least 12 characters 

• �-���u�-�m�7�o�l���l�b�Š���o�=���†�r�r�;�u�1�-�v�;���t�;�‚�;�u�v�7���t�o�‰�;�u�1�-�v�;���t�;�‚�;�u�v�7���m�†�l�0�;�u�v���-�m�7���v�‹�l�0�o�t�v

• doesn’t contain any names of families, friends or pets

• doesn’t contain birth dates, phone numbers, postal codes or other numbers 
associated to you

• �7�o�;�v�m�=�|���1�o�m�|�-�b�m���-�m�‹���7�b�1	ž�o�m�-�u�‹���‰�o�u�7�v

• is impossible to remember

���|���b�v���-�t�v�o���m�o�|���-�7�ˆ�b�v�-�0�t�;���|�o���t�;�|���‹�o�†�u���‰�;�0���0�u�o�‰�v�;�u�v���v�|�o�u�;���‹�o�†�u���r�-�v�v�‰�o�u�7�v���P�b�:�;�:�����_�u�o�l�;�7��
��b�u�;�=�o�Š�7�����m�|�;�u�m�;�|�����Š�r�t�o�u�;�u�Q���v�b�m�1�;���-�t�t���r�-�v�v�‰�o�u�7�v���v�-�ˆ�;�7���1�-�m���0�;���u�;�ˆ�;�-�t�;�7���;�-�v�b�t�‹�:�����m�7��
�0�;�1�-�†�v�;���|�_�;�‹�=�u�;���v�o���1�o�l�r�t�;�Š�7���b�|�=�v���]�o�b�m�]���|�o���0�;���†�m�t�b�h�;�t�‹���|�_�-�|���‹�o�†���1�-�m���u�;�t�‹���o�m���‹�o�†�u��
�l�;�l�o�u�‹���|�o���t�o�]�b�m���;�-�v�b�t�‹�:

For that reason, we choose to use a password manager to help us minimize the 
�b�m�1�o�m�ˆ�;�m�b�;�m�1�;���o�=���_�-�ˆ�b�m�]���|�o���u�;�v�;�|���|�_�;�l���-�m�7���=�o�u���;�-�v�;���o�=���†�v�;���K���l�o�v�|���_�-�ˆ�;���-���0�u�o�‰�v�;�u��
�;�Š�|�;�m�v�b�o�m�7���‰�;�0���r�o�u�|�-�t���-�m�7���-�r�r�:���•���-�v�v�‰�o�u�7���-�m�7�����-�v�|���-�v�v���-�u�;���0�o�|�_���;�Š�1�;�t�t�;�m�|���o�r	ž�o�m�v��
�|�o���l�-�m�-�]�;���‹�o�†�u���r�-�v�v�‰�o�u�7�v�:

Tip #1: Signup for 1Password or LastPass�:��
Reset all passwords and generate new, 
secure passwords (based on the above 
�v	ž�r�†�t�-	ž�o�m�v�Q���=�o�u���-�t�t���‹�o�†�u���t�o�]�b�m�v�:

https://1password.com/
https://www.lastpass.com/


�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;3

���=���_�-�1�h�b�m�]���b�m�|�o���‹�o�†�u���l�-�b�m���†�v�;�u���-�1�1�o�†�m�|���b�v���|�_�;���;�-�v�b�;�v�|���‰�-�‹���=�o�u���v�o�l�;�o�m�;���|�o���]�;�|���-�1�1�;�v�v��
�|�o���‹�o�†�u���o�m�t�b�m�;���v�|�o�u�;�7���|�_�;�m���|�_�;���v�;�1�o�m�7���;�-�v�b�;�v�|���‰�-�‹���b�v���ˆ�b�-���|�_�;���-�7�7�b	ž�o�m�-�t���†�v�;�u���-�1�1�o�†�m�|�v��
�‹�o�†�=�ˆ�;���1�u�;�-�|�;�7�:

As a rule of thumb, never, ever share a 
password or use a common login. Each 
user should be given their own account. 

2 Be stringent around  
user permissions

Tip #2: Create new user accounts and 
secure passwords for all other users of your 
�;�1�o�l�l�;�u�1�;���v�|�o�u�;�:



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;4

�"�;�1�o�m�7�t�‹�7���=�o�u���;�-�1�_���†�v�;�u���|�_�-�|���‹�o�†���1�u�;�-�|�;�7���l�-�h�;���v�†�u�;���‹�o�†���]�b�ˆ�;���|�_�;�l���|�_�;���l�b�m�b�l�†�l��
�r�;�u�l�b�v�v�b�o�m�v���|�_�-�|���|�_�;�‹���m�;�;�7���|�o���7�o���|�_�;�b�u���f�o�0�:��

For example, if you create an account for someone to manage orders, only give  
�|�_�;�l���r�;�u�l�b�v�v�b�o�m���|�o���v�;�;���-�m�7���;�7�b�|���o�u�7�;�u�v�:�����b�ˆ�b�m�]���|�_�;�l���†�m�m�;�1�;�v�v�-�u�‹���r�;�u�l�b�v�v�b�o�m���|�o��
�l�o�7�b�=�‹���r�u�o�7�†�1�|�v���o�u���o�|�_�;�u���b�|�;�l�v���b�m���‹�o�†�u���v�|�o�u�;���b�m�1�u�;�-�v�;�v���‹�o�†�u���u�b�v�h���K���‰�_�;�|�_�;�u���b�|���0�;��
�l�-�t�b�1�b�o�†�v���o�u���;�u�u�o�m�;�o�†�v�:

Tip #3: ���o�]�b�m���|�o���‹�o�†�u���;�1�o�l�l�;�u�1�;���r�t�-�•�o�u�l�7��
audit and modify all the permissions of each 
user ensuring they have the bare minimums 
�o�=���r�;�u�l�b�v�v�b�o�m�v���u�;�t�†�b�u�;�7���|�o���7�o���|�_�;�b�u���f�o�0�:



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;5

���1�o�l�l�;�u�1�;���r�t�-�•�o�u�l�v���l�-�h�;���b�|���-�v���v�b�l�r�t�;���-�v���r�o�v�v�b�0�t�;���|�o���v�|�-�u�|���-�m�7���]�u�o�‰���-�m���o�m�t�b�m�;��
�0�†�v�b�m�;�v�v�:���$�_�;�‹���b�m�1�t�†�7�;���ˆ�b�u�|�†�-�t�t�‹���;�ˆ�;�u�‹�|�_�b�m�]���‹�o�†���m�;�;�7���|�o���]�;�|���-���v�|�o�u�;���†�r���-�m�7���u�†�m�m�b�m�]�:��
And their APIs have created a huge opportunity for store owners to customize and 
�-�7�7���-�7�7�b	ž�o�m�-�t���=�†�m�1	ž�o�m�-�t�b�|�‹���|�o���|�_�;�b�u���v�|�o�u�;�v���ˆ�b�-���=�u�;�;���-�m�7���r�u�;�l�b�†�l���-�r�r�v�:��

On average, each of Shopify’s 500,000 
users have 3.8 apps installed.

�$�_�b�v���b�v���_�o�‰�;�ˆ�;�u���‰�_�;�u�;���7�-�m�]�;�u���1�-�m���t�b�;�:�����v���‰�b�|�_���-�t�t���b�m�|�;�]�u�-	ž�o�m�v�7���‹�o�†���m�;�;�7���|�o���0�;���ˆ�;�u�‹��
careful about the security inherent in the apps that you install and grant access to 
�‹�o�†�u���v�|�o�u�;�:

�)�_�;�m���‹�o�†���b�m�v�|�-�t�t���-�m���-�r�r�7���‹�o�†���-�u�;���-�v�h�;�7���|�o���u�;�ˆ�b�;�‰���-�m�7���1�o�m�C�u�l���‰�_�-�|���-�1�1�;�v�v���b�|���u�;�t�†�b�u�;�v��
�|�o���‹�o�†�u���v�|�o�u�;�:���$�_�;���v�-�=�;�v�|���|�‹�r�;���o�=���r�;�u�l�b�v�v�b�o�m�v���|�o���]�u�-�m�|���-�u�;���<�(�b�;�‰�=���o�u���<�"�;�;�=�:���$�_�o�v�;���‰�b�|�_��
�]�u�;�-�|�;�v�|���-�l�o�†�m�|���o�=���u�b�v�h���-�u�;���|�_�o�v�;���u�;�t�†�;�v	ž�m�]���|�o���<���-�m�-�]�;�=���o�u���<���o�7�b�=�‹�=���‹�o�†�u���7�-�|�-�:

It doesn’t mean that those apps that require permission to manage your data are 
�0�-�7���-�r�r�t�;�v�:�����|���f�†�v�|���l�;�-�m�v���|�_�-�|���‹�o�†���-�u�;���b�m�1�u�;�-�v�b�m�]���|�_�;���u�b�v�h���|�_�-�|���‹�o�†�u���7�-�|�-���<�1�o�†�t�7�=���0�;��
�l�-�m�b�r�†�t�-�|�;�7���o�u���;�7�b�|�;�7���b�m���-���l�-�m�m�;�u���o�†�|���o�=���‹�o�†�u���1�o�m�|�u�o�t�:�����m�v�†�u�b�m�]���‹�o�†���†�m�7�;�u�v�|�-�m�7���|�_�;��
�m�-�|�†�u�;���o�=���|�_�;���-�r�r�=�v���u�;�t�†�;�v�|���P�b�v���b�|���o�7�7���|�o���u�;�t�†�;�v�|���|�_�b�v���-�1�1�;�v�v���o�u���7�o�;�v���b�|���l�-�h�;���v�;�m�v�;�5�Q��
�-�m�7���|�_�-�|���‹�o�†���_�-�ˆ�;���|�u�†�v�|���b�m���|�_�;���7�;�ˆ�;�t�o�r�;�u���P�1�_�;�1�h���|�_�;���u�;�ˆ�b�;�‰�v�4�Q���‰�b�t�t���u�;�7�†�1�;���|�_�b�v���u�b�v�h�:

Let’s look at an example.

3 Be aware of the permissions 
�‹�o�†�=�u�;���]�u�-�m	ž�m�]���|�o���-�r�r�v��



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;6

���-�b�t���_�b�l�r�����l�-�b�t�����-�u�h�;	ž�m�]���-�r�r��

��u�o�l���|�_�b�v���‹�o�†���1�-�m���v�;�;���|�_�-�|���b�|�=�v���u�;�t�†�;�v	ž�m�]���|�_�;���-�0�b�t�b�|�‹���|�o���>�(�b�;�‰�?���‹�o�†�u���v�|�o�u�;��
�b�m�=�o�u�l�-	ž�o�m�:�����o�|���;�7�b�|�7���o�u���l�-�m�b�r�†�t�-�|�;���‹�o�†�u���v�|�o�u�;���7�-�|�-�:���$�_�-�|���l�-�h�;�v���v�;�m�v�;���-�m�7�� 
�|�_�;���-�r�r���_�-�v���-���v�b�]�m�b�C�1�-�m�|���m�†�l�0�;�u���o�=���v�;�;�l�b�m�]�t�‹���t�;�]�b�|���u�;�ˆ�b�;�‰�v���b�m���|�_�;���-�r�r���v�|�o�u�;�:

Verdict: Low risk. Safe to install.

���o�m�|�u�-�v�|���|�_�b�v���;�Š�r�;�u�b�;�m�1�;���|�o���|�_�-�|���‰�b�|�_���b�m�v�|�-�t�t�b�m�]���|�_�b�v���-�r�r���|�o���|�_�;���"�_�o�r�b�=�‹���r�t�-�•�o�u�l�:���+�o�†�=�t�t��
�m�o	ž�1�;���0�;�t�o�‰���|�_�-�|���|�_�;���r�;�u�l�b�v�v�b�o�m�v���-�u�;���|�o���>�"�;�;�?���-�m�7���>���-�m�-�]�;�?���u�-�|�_�;�u���|�_�-�m���f�†�v�|���>�(�b�;�‰�?�:

“Manage” is Shopify’s way of saying the app may modify them, and when apps  
�1�-�m���l�o�7�b�=�‹���|�_�;�l�7���|�_�-�|���b�m�1�t�†�7�;�v���-�1�1�b�7�;�m�|�-�t���7�;�t�;	ž�o�m�:

�(�;�u�7�b�1�|�9�����o�|�;�m	ž�-�t���u�b�v�h�:�����o�o�h���b�m�|�o���b�|�:��



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;7

���|�=�v���=�o�u���|�_�b�v���u�;�-�v�o�m���|�_�-�|���‹�o�†���m�;�;�7���|�o���0�;���1�-�†	ž�o�†�v���-�0�o�†�|���b�m�v�|�-�t�t�b�m�]���-�r�r�v���|�_�-�|���1�-�m���ˆ�b�;�‰��
�-�m�7���l�o�7�b�=�‹���‹�o�†�u���v�|�o�u�;���1�o�m�|�;�m�|���K���‹�o�†���-�u�;���]�u�-�m	ž�m�]���|�_�;���-�r�r���|�_�;���r�;�u�l�b�v�v�b�o�m���|�o���l�o�7�b�=�‹��
�o�u���7�;�t�;�|�;���b�|�;�l�v���b�m���‹�o�†�u���v�|�o�u�;�:�����m�7���b�=���‹�o�†���7�o�m�=�|���_�-�ˆ�;���-���0�-�1�h�†�r�7���|�_�;�m���‹�o�†���l�-�‹���0�;��
�u�;�1�u�;�-	ž�m�]���‹�o�†�u���v�|�o�u�;���=�u�o�l���v�1�u�-�|�1�_�:

In this case, MailChimp is a trusted company, so we’ve deemed it safe to install  
�-�m�7���_�-�ˆ�;���_�-�7���m�o���b�v�v�†�;�v���‰�_�-�|�v�o�;�ˆ�;�u�:

So how is a shop owner to know  
what apps to trust? 

Here are a few things to determine whether an app is trustworthy:

�•�:��How many reviews do they have? 

�‘�:���	�o���|�_�;�‹���_�-�ˆ�;���-���“���o�u���”�J�v�|�-�u���u�-	ž�m�]�5

�’�:��Is the app developed by a company or a single developer?

�“�:��Does the company have a 1-800 number that you can call?

�”�:���	�o�;�v���|�_�;���1�o�l�r�-�m�‹���r�†�0�t�b�v�_���|�_�;�b�u���1�o�m�|�-�1�|���b�m�=�o�u�l�-	ž�o�m�5

���;�;�7�t�;�v�v���|�o���v�-�‹�7���|�_�;���•�”�•���u�;�ˆ�b�;�‰�v�7���“�:�”�J�v�|�-�u���u�-	ž�m�]���-�m�7���r�-�v�|���r�o�v�b	ž�ˆ�;���;�Š�r�;�u�b�;�m�1�;�7�� 
�‰�;�u�;���-�t�t���=�-�1�|�o�u�;�7���b�m�|�o���o�†�u���7�;�1�b�v�b�o�m���|�o���b�m�v�|�-�t�t���|�_�;�����-�b�t���_�b�l�r���-�r�r���b�m���o�†�u���"�_�o�r�b�=�‹���v�|�o�u�;�:��
�$�_�-�|�=�v���m�o�|���|�o���v�-�‹���‰�;���7�o�m�=�|���_�-�ˆ�;���-���7�-�|�-���0�-�1�h�†�r���r�t�-�m���|�_�o�†�]�_���f�†�v�|���b�m���1�-�v�;���b�|���‰�-�v���|�o���;�7�b�|��
�o�u���7�;�t�;�|�;���-�m�‹���o�=���|�_�;���7�-�|�-���-�1�1�b�7�;�m�|�-�t�t�‹���K���o�m���|�o���|�_�-�|���v�_�o�u�|�t�‹�:

Tip #4: Research, research, research to 
�7�;�|�;�u�l�b�m�;���‰�_�;�|�_�;�u���|�_�;���u�b�v�h���o�=���b�m�v�|�-�t�t�b�m�]���-�m��
�-�r�r���o�m���‹�o�†�u���v�|�o�u�;���b�v���‰�o�u�|�_���|�_�;���0�;�m�;�C�|�:



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;8

���ˆ�;�m���‰�b�|�_���-�t�t���|�_�;���-�7�ˆ�b�1�;���‰�;�=�ˆ�;���]�b�ˆ�;�m���‹�o�†���-�0�o�ˆ�;�7���b�|�=�v���"�$���������r�o�v�v�b�0�t�;���|�_�-�|���v�o�l�;�o�m�;��
�1�o�†�t�7���v�|�;�-�t���‹�o�†�u���r�-�v�v�‰�o�u�7�:���$�_�;�‹���1�o�†�t�7���t�o�1�h���‹�o�†���o�†�|���o�=���‹�o�†�u���v�|�o�u�;�7���-�m�7���7�o���v�o�l�;�|�_�b�m�]��
�|�;�u�u�b�0�t�;���t�b�h�;��

• Delete all your products, customers and orders

• ���o���|�_�u�o�†�]�_���‹�o�†�u���1�†�v�|�o�l�;�u�=�v���r�;�u�v�o�m�-�t���b�m�=�o�u�l�-	ž�o�m

• Add malicious code to your theme that visitors will download

• ���u�;�|�;�m�7���|�o���0�;���‹�o�†���-�m�7���v�;�m�7���†�m�‰�-�u�u�-�m�|�;�7���o�u���_�†�u�•�†�t���;�l�-�b�t�v���|�o���‹�o�†�u���1�o�m�|�-�1�|�v

• �	�;�t�;�|�;���‹�o�†�u���v�_�o�r���r�;�u�l�-�m�;�m�|�t�‹�4

�$�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m���b�v���-�m���;�Š�|�u�-���t�-�‹�;�u���o�=���v�;�1�†�u�b�|�‹���7�;�v�b�]�m�;�7���|�o���;�m�v�†�u�;���‹�o�†�� 
are the only person who can access your account. Even if someone steals your 
�r�-�v�v�‰�o�u�7�7���|�_�;�‹�=�t�t���v	ž�t�t���m�;�;�7���‹�o�†�u���r�_�o�m�;���o�u���ˆ�;�u�b�C�1�-	ž�o�m���1�o�7�;���|�o���]�;�|���b�m�|�o���‹�o�†�u���-�1�1�o�†�m�|�:

���|���‰�o�u�h�v���0�‹���]�;�m�;�u�-	ž�m�]���-���†�m�b�t�†�;���1�o�7�;���o�m���‹�o�†�u���l�o�0�b�t�;���7�;�ˆ�b�1�;�7���u�;�t�†�b�u�b�m�]���‹�o�†���|�o���;�m�|�;�u��
�|�_�-�|���1�o�7�;���-�[�;�u���‹�o�†�=�ˆ�;���;�m�|�;�u�;�7���‹�o�†�u���r�-�v�v�‰�o�u�7�:���•���-�v�v�‰�o�u�7�7���‰�_�b�1�_���‰�;���l�;�m	ž�o�m�;�7��
�-�0�o�ˆ�;�7���-�t�v�o���v�†�r�r�o�u�|�v���‘�J�=�-�1�|�o�u���-�†�|�_�;�m	ž�1�-	ž�o�m���‰�b�|�_�o�†�|���m�;�;�7�b�m�]���-���l�o�0�b�t�;���7�;�ˆ�b�1�;�7���‰�_�b�1�_��
�l�-�h�;�v���b�|���l�†�1�_���l�o�u�;���1�o�m�ˆ�;�m�b�;�m�|�:��

4 �"�;�|�†�r���|�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m�� 
�-�m�7���h�;�;�r���|�_�;���0�-�7���]�†�‹�v���o�†�|

Tip #5: ���-�h�;���‹�o�†�u���-�1�1�o�†�m�|���;�ˆ�;�m���v�|�u�o�m�]�;�u�� 
�-�m�7���v�;�|���†�r���|�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m���=�o�u���-�t�t��
�†�v�;�u���-�1�1�o�†�m�|�v�:



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;9

�"�|�;�r�v���|�o���v�;	®�m�]���†�r���|�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m���=�o�u���"�_�o�r�b�=�‹
�•�:���$�o���v�;�|�†�r���|�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m�7���‹�o�†�=�t�t���m�;�;�7���|�o���7�o�‰�m�t�o�-�7���|�_�;���•���-�v�v�‰�o�u�7�� 

�P�o�†�u���r�u�;�=�;�u�;�m�1�;�Q���o�u���|�_�;�����o�o�]�t�;�����†�|�_�;�m	ž�1�-�|�o�u���-�r�r�:��

�‘�:�����o�]�b�m���|�o���‹�o�†�u���"�_�o�r�b�=�‹���-�1�1�o�†�m�|�7���1�t�b�1�h���o�m���‹�o�†�u���m�-�l�;���b�m���|�_�;���|�o�r���u�b�]�_�|�J�_�-�m�7���1�o�u�m�;�u�7��
�-�m�7���v�;�t�;�1�|���+�o�†�u�����u�o�C�t�;�: 

�’�:���"�1�u�o�t�t���|�o���|�_�;���v�;�1	ž�o�m���=�o�u���|�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m�:�����t�b�1�h���o�m�����m�-�0�t�;���$�‰�o�J�"�|�;�r��
���†�|�_�;�m	ž�1�-	ž�o�m�:���+�o�†�=�t�t���0�;���r�u�o�l�r�|�;�7���|�o���;�m�|�;�u���‹�o�†�u���r�-�v�v�‰�o�u�7���|�o���1�o�m	ž�m�†�;�: 

 



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;10

You can choose to receive codes either by SMS message or using the 
���†�|�_�;�m	ž�1�-�|�o�u���-�r�r�: 

�“�:�����=���‹�o�†���v�;�t�;�1�|���|�o���†�v�;���|�_�;���"���"���	�;�t�b�ˆ�;�u�‹���l�;�|�_�o�7���o�=���|�‰�o�J�v�|�;�r�����†�|�_�;�m	ž�1�-	ž�o�m�7���;�m�|�;�u��
�b�m���‹�o�†�u���l�o�0�b�t�;���r�_�o�m�;���m�†�l�0�;�u�:�����m���-���=�;�‰���v�;�1�o�m�7�v�7���‹�o�†�=�t�t���u�;�1�;�b�ˆ�;���-���†�m�b�t�†�;���v�b�Š�J�7�b�]�b�|��
�1�o�7�;���0�‹���"���"�:�����m�|�;�u���|�_�-�|���†�m�b�t�†�;���1�o�7�;���b�m�|�o���|�_�;���C�;�t�7���o�m���‹�o�†�u���v�1�u�;�;�m�:���$�‰�o�J�v�|�;�r��
�-�†�|�_�;�m	ž�1�-	ž�o�m���b�v���m�o�‰���;�m�-�0�t�;�7���o�m���‹�o�†�u���-�1�1�o�†�m�|�: 



�$�_�;���&�t	ž�l�-�|�;�����†�b�7�;���|�o���"�;�1�†�u�b�m�]���‹�o�†�u�����m�t�b�m�;���"�|�o�u�;11

�”�:�����=���‹�o�†���v�;�t�;�1�|���|�o���†�v�;�����†�|�_�;�m	ž�1�-�|�o�u�����r�r���l�;�|�_�o�7���o�=���|�‰�o�J�v�|�;�r�����†�|�_�;�m	ž�1�-	ž�o�m�7���‹�o�†�=�t�t��
�0�;���-�v�h�;�7���|�o���v�1�-�m���-���1�o�7�;�:���+�o�†���1�-�m���v�1�-�m���|�_�-�|���1�o�7�;���†�v�b�m�]���|�_�;�����o�o�]�t�;�����†�|�_�;�m	ž�1�-�|�o�u��
�-�r�r�7���o�u���•���-�v�v�‰�o�u�7�:

�u�:�����m�1�;���‹�o�†�=�ˆ�;���v�1�-�m�m�;�7���|�_�;���1�o�7�;�7���|�_�;�����†�|�_�;�m	ž�1�-�|�o�u���-�r�r���o�u���•���-�v�v�‰�o�u�7���‰�b�t�t��
�]�;�m�;�u�-�|�;���-���†�m�b�t�†�;���v�b�Š���7�b�]�b�|���1�o�7�;�:�����m�|�;�u���|�_�;���1�o�7�;���]�;�m�;�u�-�|�;�7���0�‹���|�_�;���-�r�r�7���-�m�7�� 
�1�t�b�1�h���o�m���1�o�m�C�u�l�:���$�‰�o�J�v�|�;�r���-�†�|�_�;�m	ž�1�-	ž�o�m���b�v���m�o�‰���;�m�-�0�t�;�7���o�m���‹�o�†�u���-�1�1�o�†�m�|�:
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�+�o�†�=�ˆ�;���]�o�m�;���|�o���-�t�t���|�_�;���|�u�o�†�0�t�;���|�o���;�m�v�†�u�;���m�o���0�-�7���]�†�‹�v���-�u�;���]�o�b�m�]���|�o���0�u�;�-�h���b�m���-�m�7���r�t�-�‹��
�_�-�ˆ�o�1���‰�b�|�_���‹�o�†�u���v�_�o�r�:�����†�7�o�v���|�o���‹�o�†�4�����†�|���‰�_�-�|���-�0�o�†�|���_�†�l�-�m���;�u�u�o�u�5���	�;�v�r�b�|�;���-�t�t���‹�o�†�u��
�0�;�v�|���;�@�o�u�|�v���-�m�7���v�;�1�†�u�b�|�‹���r�u�-�1	ž�1�;�v�7���r�;�o�r�t�;���l�-�h�;���l�b�v�|�-�h�;�v�:�����r�r�v���|�_�-�|���_�-�ˆ�;���0�;�;�m��
�u�;�t�b�-�0�t�;���b�m���|�_�;���r�-�v�|���;�Š�r�;�u�b�;�m�1�;���r�u�o�0�t�;�l�v�:��

���o�|���_�-�ˆ�b�m�]���-���7�-�b�t�‹���0�-�1�h�†�r���o�=���‹�o�†�u���v�|�o�u�;�7���b�v���t�b�h�;���_�-�ˆ�b�m�]���‹�o�†�u���_�o�†�v�;���0�†�u�m���7�o�‰�m��
�‰�b�|�_�o�†�|���b�m�v�†�u�-�m�1�;�:���+�o�†�=�7���_�-�ˆ�;���|�o���v�|�-�u�|���-�t�t���o�ˆ�;�u���-�]�-�b�m�:��

But surely I can just contact customer 
service and get them to recover my data?

No.

Revert it back to what is was yesterday?

Nope, sorry.

Gulp.

�)�;���h�m�o�‰�:���$�_�b�v���b�v���-���v�_�o�1�h�b�m�]���u�;�-�t�b�Œ�-	ž�o�m���=�o�u���l�-�m�‹���v�|�o�u�;���o�‰�m�;�u�v���‰�_�o���-�v�v�†�l�;���|�_�;�‹��
�_�-�ˆ�;���-�1�1�;�v�v���|�o���|�_�;�b�u���0�-�1�h�†�r�v���b�=���|�_�;�‹���_�-�ˆ�;���-�m���b�v�v�†�;�:

�!�;�v�|���-�v�v�†�u�;�7���|�_�;�v�;���r�t�-�•�o�u�l�v���-�u�;���7�o�b�m�]���-���]�u�;�-�|���f�o�0���-�|���h�;�;�r�b�m�]���‹�o�†�u���7�-�|�-���v�;�1�†�u�;�7�� 
�-�m�7���|�_�;�‹�=�t�t���-�t�v�o���7�o���|�_�;�b�u���0�;�v�|���|�o���‰�-�t�h���‹�o�†���|�_�u�o�†�]�_���v�o�l�;���l�-�m�†�-�t���v�|�;�r�v���|�o���u�;�0�†�b�t�7��
�‹�o�†�u���1�o�m�|�;�m�|�:�����o�‰�;�ˆ�;�u���‹�o�†���1�-�m�=�|���u�;�t�‹���o�m���|�_�;�l���v�_�o�†�t�7���‹�o�†���m�;�;�7���|�o���u�;�v�|�o�u�;���‹�o�†�u���v�b�|�;�7��
�†�m�7�o���-���1�_�-�m�]�;���o�u���u�;�ˆ�;�u�|���0�-�1�h���|�o���-���r�u�;�ˆ�b�o�†�v���b�|�;�u�-	ž�o�m�:

5 ���-�1�h�:�����|�:���&�r�:���"�o���‹�o�†���1�-�m���_�b�|���†�m�7�o
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�"�o�l�;���v�|�o�u�;���o�‰�m�;�u�v���1�_�o�o�v�;���|�o���0�-�1�h�†�r���l�-�m�†�-�t�t�‹���K���‰�_�b�1�_���b�m�ˆ�o�t�ˆ�;�v���v�-�ˆ�b�m�]���‹�o�†�u��
�|�_�;�l�;�7���-�m�7���r�u�o�7�†�1�|�v���l�-�m�†�-�t�t�‹���|�o���-���_�-�u�7���7�u�b�ˆ�;�7���o�u���0�‹���;�Š�r�o�u	ž�m�]���;�ˆ�;�u�‹�|�_�b�m�]���|�o�����"�(�:��
���|�=�v���b�l�r�o�u�|�-�m�|���|�o���h�m�o�‰���|�_�-�|���‰�_�;�m���-���r�u�o�7�†�1�|���b�v���7�;�t�;�|�;�7�7���-�t�t���|�_�;���b�l�-�]�;�v���-�v�v�o�1�b�-�|�;�7��
�‰�b�|�_���|�_�;���r�u�o�7�†�1�|���-�u�;���7�;�t�;�|�;�7���-�v���‰�;�t�t�:���"�o���b�=���‹�o�†�=�u�;���u�;�t�‹�b�m�]���o�m���l�-�m�†�-�t�t�‹���;�Š�r�o�u	ž�m�]�� 
�-�����"�(���C�t�;�7���‹�o�†���m�;�;�7���|�o���v�-�ˆ�;���‹�o�†�u���r�u�o�7�†�1�|���b�l�-�]�;�v���v�;�r�-�u�-�|�;�t�‹�:��

�$�_�b�v���b�v���7�;�C�m�b�|�;�t�‹��	ž�l�;�J�1�o�m�v�†�l�b�m�]���-�m�7���-���_�-�v�v�t�;���=�o�u���v�|�o�u�;���o�‰�m�;�u�v���|�u�‹�b�m�]���|�o���]�u�o�‰���|�_�;�b�u��
�0�†�v�b�m�;�v�v�:�����|�=�v���-�m���;�ˆ�;�m���0�b�]�]�;�u���_�-�v�v�t�;���|�o���u�;�v�|�o�u�;���=�u�o�l�:��

�+�o�†�u���0�;�v�|���o�r	ž�o�m���b�v���|�o���†�v�;���-�m���-�r�r���|�o���-�†�|�o�l�-	ž�1�-�t�t�‹���0�-�1�h�†�r���‹�o�†�u���v�|�o�u�;���-�m�7���u�;�v�|�o�u�;�� 
�b�|���‰�_�;�m���u�;�t�†�b�u�;�7���‰�b�|�_���-�m���-�†�|�o�l�-	ž�1���0�-�1�h�†�r���-�r�r�t�b�1�-	ž�o�m���K���t�b�h�;��Rewind�:��

�$�_�;���-�r�r���|�-�h�;�v���-���v�m�-�r�v�_�o�|���o�=���-�t�t���|�_�;���7�-�|�-���o�m���‹�o�†�u���v�|�o�u�;���-�m�7���v�-�ˆ�;�v���b�|���0�‹���7�-�|�;���b�m�� 
�|�_�;���!�;�‰�b�m�7���(�-�†�t�|�:�����|���v�-�ˆ�;�v���;�ˆ�;�u�‹�|�_�b�m�]���K���r�u�o�7�†�1�|�v���-�m�7���r�u�o�7�†�1�|���b�l�-�]�;�v�7���1�†�v�|�o�l�;�u�v�7��
�o�u�7�;�u�v�7���0�t�o�]�v�7���0�t�o�]���r�o�v�|�v�7���1�o�l�l�;�m�|�v�7���1�o�t�t�;�1	ž�o�m�v�7���|�_�;�l�;�v���-�m�7���-�t�t���|�_�;���|�_�;�l�;���C�t�;�v�:
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�$�o���u�;�v�|�o�u�;���‹�o�†�u���v�|�o�u�;�7���‹�o�†���v�b�l�r�t�‹���r�b�1�h���|�_�;���7�-�|�;���|�_�-�|���_�-�7���|�_�;���ˆ�;�u�v�b�o�m���‹�o�†���‰�-�m�|�7�� 
�-�m�7���_�b�|���u�;�v�|�o�u�;�:�����|�=�v���-���o�m�;�J�1�t�b�1�h���r�u�o�1�;�v�v�7���-�m�7���‹�o�†���1�-�m���1�_�o�o�v�;���Y�;�Š�b�0�t�;���u�;�v�|�o�u�-	ž�o�m�v��
�P�f�†�v�|���u�;�v�|�o�u�b�m�]���o�m�;���b�|�;�l�7���-���1�o�t�t�;�1	ž�o�m���o�=���b�|�;�l�v�7���o�u���|�_�;���‰�_�o�t�;���v�|�o�u�;�Q�:

�$�_�b�v���Y�;�Š�b�0�b�t�b�|�‹���]�b�ˆ�;�v���‹�o�†���-�m���;�m�o�u�l�o�†�v���-�l�o�†�m�|���o�=���1�o�m�|�u�o�t���o�ˆ�;�u���‹�o�†�u���v�|�o�u�;���K���-�m�7���o�ˆ�;�u��
�‹�o�†�u��	ž�l�;�:���+�o�†���1�-�m���u�;�v�|���;�-�v�‹�7���h�m�o�‰�b�m�]���|�_�-�|���b�=���v�o�l�;�|�_�b�m�]���]�o�;�v���-�‰�u�‹�7���b�|�=�v���]�o�b�m�]���|�o���0�;���-��
�l�-�‚�;�u���o�=���l�o�l�;�m�|�v���|�o���C�Š���b�|�7���u�-�|�_�;�u���|�_�-�m���_�o�†�u�v���o�u���7�-�‹�v�:

Tip #6: ���_�;�1�h���o�†�|���!�;�‰�b�m�7�=�v��perfect 5-star 
�u�-	ž�m�] on the Shopify and BigCommerce app 
stores, and give their customer service a whirl  
�‰�b�|�_���-���=�u�;�;���•�J�7�-�‹���|�u�b�-�t�:
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�"�;�|���b�|���-�m�7���=�o�u�]�;�|���b�|�:

���m���|�_�b�v���;�J�0�o�o�h���‰�;�=�ˆ�;���]�b�ˆ�;�m���‹�o�†���v�o�l�;��	ž�r�v���-�m�7���|�u�b�1�h�v���o�m���‰�-�‹�v���|�o���v�;�1�†�u�;���‹�o�†�u���†�v�;�u��
�-�1�1�o�†�m�|�v���-�m�7���‹�o�†�u���o�m�t�b�m�;���v�|�o�u�;���b�m���o�u�7�;�u���|�o���l�b�m�b�l�b�Œ�;���u�b�v�h���=�u�o�l���l�-�t�b�1�b�o�†�v���-�‚�;�l�r�|�v�� 
�|�o���0�u�;�-�h���‹�o�†�u���7�-�|�-�7���_�†�l�-�m���;�u�u�o�u���o�u���u�o�]�†�;���-�r�r�v�:��

Remember however, your security is 
only as good as your weakest point, so 
�b�l�r�t�;�l�;�m	ž�m�]���f�†�v�|���o�m�;���o�u���|�‰�o���o�=���|�_�;�v�;��
�u�;�1�o�l�l�;�m�7�-	ž�o�m�v���l�-�‹���m�o�|���0�;���;�m�o�†�]�_.

�$�_�;���0�;�v�|���b�m�v�†�u�-�m�1�;���r�o�t�b�1�‹���b�v���|�o���;�m�v�†�u�;���|�_�-�|���‹�o�†���_�-�ˆ�;���-�1�1�;�v�v���|�o���-���1�o�l�r�t�;�|�;���0�-�1�h�†�r��
�o�=���‹�o�†�u���v�b�|�;�:���$�_�-�|���‰�-�‹�7���b�=���v�o�l�;�|�_�b�m�]���7�o�;�v���_�-�r�r�;�m�7���‹�o�†�=�t�t���_�-�ˆ�;���|�_�;���7�-�|�-�7���b�l�-�]�;�v���-�m�7��
�C�t�;�v���-�ˆ�-�b�t�-�0�t�;�7���-�m�7���1�-�m���u�;�1�o�ˆ�;�u���v�†�r�;�u���t�†�b�1�h�t�‹�:

���;�|���r�;�-�1�;���o�=���l�b�m�7�:����o�t�t�o�‰���|�_�;���u�;�1�o�l�l�;�m�7�-	ž�o�m�v���-�0�o�ˆ�;���-�m�7���‹�o�†�=�t�t���v�-�ˆ�;���7�-�‹�v�� 
�o�=���u�;�r�;�-�|���‰�o�u�h�7���v�-�ˆ�;���t�o�v�|���v�-�t�;�v�7���-�m�7���v�-�ˆ�;���‹�o�†�u�v�;�t�=���=�u�o�l���-�m���-�ˆ�o�b�7�-�0�t�;���v�|�u�;�v�v�:��

Tip #7: ���b�ˆ�;��Rewind a whirl and get  
�r�;�-�1�;�J�o�=�J�l�b�m�7���|�_�-�|���;�ˆ�;�u�‹�|�_�b�m�]���b�v���0�-�1�h�;�7�J�†�r��
�-�m�7���l�o�v�|���b�l�r�o�u�|�-�m�|�t�‹�7���u�;�v�|�o�u�-�0�t�;�:���"�b�]�m�†�r��
here for a free Shopify trial here, or free 
BigCommerce trial here�:
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